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Abstract— In this paper, application and 
performance evaluation of artificial immune 
system-negative selection algorithm for anomalies 
detection in distributed sensor networks is 
presented. The negative selection algorithm (NSA) 
is used to address the challenge of injection of 
false data into the distributed sensor network by 
an attacker when a sensor node or the key 
management system in a network is 
compromised. Particularly, the NSA serves as 
malicious behavior detection strategy to identify 
the misbehaving nodes in the network, Then, 
revocation procedures are engaged to revoke the 
misbehaving nodes and their keys from the 
network immediately after detecting the faulty 
nodes or compromise. The performance of the 
NSA scheme is evaluated in terms of false 
positives, true positives, false negatives, and true 
negatives. In all, the results from the experimental 
setups show that the NSA performs better than 
the CSA in terms of both detection rate and false 
positive rate. 
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1. Introduction 
 Over the years, there has been tremendous increase in 
wireless sensor networks (WSNs) applications 
[1,2,3,4,5,6,7,8]. Mostly, the sensor nodes in the WSNs are 
usually installed physically in insecure areas where they are 

susceptible to compromise [9,10,11,12,13,14,15]. 
Although, some forms of secure key establishments and 
management mechanism, such as pairwise keys approach 
can be adopted as a solution, however, when a sensor node 
is captured, it is presumed that all information and stored 
key materials will be exposed to the attacker. In the 
pairwise keys management strategy, the pairwise keys are 
stored by the potential neighbors of each sensor node 
[16,17,18,19]. After an attacker launches attack on one of 
its neighbor nodes, the attacker will be able to decrypt the 
information coming from other neighbor nodes directly. 
However, other links which are not involved directly in this 
communication will still be secure. Hence, the resiliency of 
the approach is high due to its deterministic nature. 
However, the challenge is the injection of false data into the 
network by an attacker [20,21,22,23,24]. In this case, an 
efficient malicious behavior detection strategy is required to 
identify the misbehaving nodes and revoke them and their 
keys from the network. In the shared and homogeneous 
Wireless Sensor Networks (HWSNs), the resource 
constraint nature of sensor nodes limits the computation, 
memory, and communication resources which can be 
deployed for revocation [25,26,27,28]. Accordingly, in this 
paper, an efficient misbehaving detection scheme based on 
Artificial Immune System (AIS) for distributed sensor 
networks is presented [29,30]. In addition, evaluation of the 
performance of the artificial immune system-negative 
selection algorithm is presented along with comparison of 
the performance of the algorithm with other anomalies 
detection methods for distributed sensor networks 

 



JM

2.1
Ne
Th
Sel
Sys
rea
tha
Th
dif
som
larg
is 
pro
be 
as v
Th
are
 

MESRN423500

1 Irregul
etwork 
is paper propo
lection Algori
stem (AIS) fo

ason, an enhan
at holds anoma
e NSA has 

fferent ways. 
me modificati
ge dataset and
completed, a

oposed. With 
updated at an
vaccination. 
e proposed sc

e shown in Fig

043 

2.   Meth
larity Detec

oses bio-inspir
ithm (NSA) of

or anomalies d
nced NSA is im
alous packets 
been useful 

However, in 
ons. The syste
d a detector s
an injection f
the aid of thi

ny stage. This

cheme has lear
gure 1 and Fig

hodology 
ction in W

red solution u
f the Artificia

detection in W
mplemented a
only will be d
for detectin

this work, N
em learning is
et is generate
feature in the
is feature, the
s injection pro

rning and testi
gure 2, respec

Figure 

w

Wireless Sen

using Negative
l Immune 

WSNs. For this 
and a detector 
defined. 
ng anomalies

NSA is used w
s performed fo
d. Once this s
e detector set
e detector set 
ocedure is kno

ing phases wh
ctively. The ba

1: Proposed N

Journ

www.jmesr.co.

nsor 

e 

set 

s in 
with 
for a 
step 
t is 
can 

own 

hich 
asic 

NS
im
det
set
per
ano
del
In 
stri
tha
tha
Va
thi
inp
par
det

NSA learning 

al of Multidiscip

uk 

SA that is cap
mplemented an

tected. At this
t and non-self
rformed on 
omalies are cl
layed, packets
Figure 1, self
ings using ch
at get matched
at do not get
accination can
s makes it mo

put any non-s
rt of the str
tector set mor

for anomaly d

plinary Engineer

pable of doing
nd the anom
s point, there e
f. Subsequentl

detected no
lassified; whic
s dropped, and
f-strings are pa
haracter-by-ch
d during the p
t matched are

n be used to up
ore efficient. 
elf-pattern dir

rategy which 
e effective. 

detection 

ring Science and

Vol. 1

g a single clas
malies from 
exist two clas
ly, the remain
on-self and 
ch are, sensor
d wormholes a
aired with ran

haracter pairin
pairing are reje
e moved to 
pdate detector
Vaccination 
rectly into th

makes the 

d Research (JME

1 Issue 1, July - 2

ssification is f
the dataset 

ses, namely, s
ning processin

three differ
r network pack
are detected. 
ndomly genera
ng. Those stri
ected while th
the detector 

r set anytime, 
enables a use
e detector set
function of 

 

ESR) 
 

2022 

166 

first 
are 

self-
ng is 
rent 
kets 

ated 
ings 
hose 
set. 
and 

er to 
t, as 

the 



JM

In 
det
stri
non
non
pac
2.2
In 
𝑛ሺ𝑡
res
nod
wit
rou
any
Dis
Co
nec
Re
net
De
(RR
sam
eve
cea
for
com
wh
reg
Sin

MESRN423500

Figure 2, rand
tector set usi
ings that get m
n-self. Source
n-self and the
ckets delayed,
2 Assum

a sensor netw
𝑡ሻ  and 𝑒ሺ𝑡ሻ
spectively, at 
de 𝐵 will be a
thin the radio 
ute between tw
y routing prot
stance Vecto
nnection is e
cessary to rou
quest (RREQ
twork. 
estination or in
REP) control 
me path tow
entually, whil
ases to reply
rwarded to 
mmunication, 
hich contains 
gistered route
nce the transm

043 

domly genera
ing character
matched durin
e and destinat
ey are further
, packets drop
ptions and Pr
work, there e
 denote the 
any time 𝑡 . 

able to commu
transmission 

wo nodes in an
tocol. In this 

or (AODV) r
stablished by 
ute to destina

Q) is forward

ntermediate no
packet. This

wards the so
e moving tow
y, a Reques
the connec
each node 

information a
s, and hop c

mission is ad h

Figure 
ated strings ar
r-by-character
ng the pairing
tion pairing ar
r classified as
pped, and worm
rotocols 

exists 𝑁 ൌ ሺ𝑛ሺ
set of nod

Two nodes, 
unicate if and
range of each

n adhoc netwo
paper, an Ad

routing proto
this protocol

ation. In this 
ded to all n

ode replies wi
s RREP is rou
ource as that
wards the sour
st Error (RE
ction initiato
keeps its ow

about the dest
count for a g
hoc, wireless s

w

2  Proposed N
e paired with 
r pairing. Th
g are declared
re carried out
s sensor netw
mholes. 

ሺ𝑡ሻ, 𝑒ሺ𝑡ሻሻ, wh
des and edg
say node 𝐴

d only if they 
h other. Then, 
ork is setup us
dhoc On-dem
ocol is adopt
l only when i

scenario, Ro
odes within 

ith a Route Re
uted through 
t of RREQ.
ce, the next n
ERR) packet
r. In ad 

wn routing tab
tination node,
iven destinati

scheme should

Journ

www.jmesr.co.

NSA for testin
the 

hose 
d as 
t on 

work 

here 
ges, 
and 
are 
the 

sing 
mand 

ted. 
it is 
oute 
the 

eply 
the 

. If 
node 
t is 
hoc 

able, 
, all 
ion. 
d be 

syn
con
is 
han
is 
val
thr
hig
IEE
 
2.3
On
sch
net
est
im
add
rob
thi
nod
hea
giv

Wh

𝑛𝑜

leg

aut
sen
by 

al of Multidiscip

uk 

ng anomaly de
nchronized an
ntention. In IE
performed by
ndshake can b
the same or 
lue for RTS 
reshold can b
ghest data tra
EE 802.11g is

3 Adding
ne of the desi
heme of WSN
twork. It is p
tablish secret 

mportant to ve
ded is not an
bust for addin
s sensor 𝐿௫  is
de discovery,
ad ሺ𝐶𝐻ሻ, for 
ven below 

𝐿௫ → 𝐶𝐻: 𝑖𝑑௅

here, 𝑖𝑑௅ೣ  den

𝑛𝑐𝑒௅ೣ denotes

gitimate sen

thentication c
nsor message.

verifying the

plinary Engineer

etection 
nd this is perfo
EEE 802.11 M
y RTS-CTS-D
be disabled fo

smaller than
threshold is

be modified b
ansformation 
s 11 and 54Mb

g New Nodes 
red features i

Ns is the abili
pertinent for 
key with the 

erify that the 
n attacker no
ng legitimate 
s added, it de

and then sen
which it has 

ೣ
, 𝑛𝑜𝑛𝑐𝑒௅ೣ

, 𝐿𝑖𝑠𝑡, 𝑀

notes the iden

s the random 

nsor, 𝑀𝐴𝐶௄ಾ

ode calculated
 The node 𝐿௫

e 𝑀𝐴𝐶. If au

ring Science and

Vol. 1

formed on the 
MAC protoco
DATA-ACK 
or situations w
n RTS thresh
s given as 2
by a data tra

rate for IEE
bit/s, respectiv

in a scalable 
lity to add ne

the newly jo
existing node
prospective 

ode. The prop
sensor to th

determines its 
nds join requ
the strongest

𝑀𝐴𝐶௄ಾ,௅ೣ
൫𝑖𝑑௅ೣ

 |

ntity of the l

number strin

ಾ,௅ೣ  denotes 

d using the m

௫ gets authent
uthentication i

d Research (JME

1 Issue 1, July - 2

 

basis of med
ol, carrier sens

handshake. T
where packet 
hold. The def
2347 bytes. T
ffic pattern. 
EE 802.11b 
vely. 

key managem
ew sensors to 
oined sensors
es. However, 
new node to

posed strategy
e network. O
neighbors us

est to the clu
t RSSI values

| 𝑛𝑜𝑛𝑐𝑒௅ೣ
|| 𝐿𝑖𝑠𝑡൯

egitimate sen

ng generated b

the mess

master key on 
ticated by the 
is successful, 

ESR) 
 

2022 

167 

ium 
sing 
This 
size 

fault 
This 
The 
and 

ment 
the 

s to 
it is 

o be 
y is 

Once 
sing 

uster 
s as 

൯  (1) 

nsor, 

by a 

sage 

the 
𝐶𝐻 
𝐶𝐻 



Journal of Multidisciplinary Engineering Science and Research (JMESR) 
 

Vol. 1 Issue 1, July - 2022 

www.jmesr.co.uk 
JMESRN42350043 168 

determines the distributed key for each 𝐿௫′𝑠 neighbors and 
unicasts the distributed key message to 𝐿௫  and its 
neighbors. 
 
2.4 Cluster Key Setup 
Cluster key is utilized by both cluster members ሺ𝐶𝑀ሻ and 
𝐶𝐻 to securely broadcast messages within cluster. Once a 
shared pairwise key between cluster members is 
established, 𝐶𝐻 generates cluster key 𝐾஼ , which is sent to 
each cluster member. 𝐾஼  is encrypted with the 
corresponding shared key between the cluster member and 
𝐶𝐻. For instance, 𝐶𝐻 can send to 𝐿௨ (cluster member) the 
following message: 

𝐶𝐻 → 𝐿௨: 𝐸௄಴ಹ,௅ೠ
ሺ𝐾𝐶ሻ (2) 

Where 𝐾஼ு denotes the shared key between the legitimate 
sensor and the cluster head 
 
2.5 Key Revocation 
Revocation procedures are engaged immediately after 
detecting faulty nodes or compromise. The duty of the base 
station is to monitor sensor behavior and detect a sensor 
compromise or failure. If a node is compromised, the base 
station sends this information to the corresponding 𝐶𝐻. The 
𝐶𝐻 then broadcasts to its member the revocation message 
which is made up of the list of key 𝑖𝑑𝑠 to be revoked, where 
the message is signed with 𝐾𝐶. The Revocation message is 
formulated as follows: 

𝑙𝑖𝑠𝑡൫𝑖𝑑௚௞భ, 𝑖𝑑௚௞మ, … , 𝑖𝑑௚௞ೝ൯, 𝑀𝐴𝐶௄஼ሺ𝑙𝑖𝑠𝑡ሻ  (3) 

When any legitimate sensor receives a revocation message, 
it verifies the 𝑀𝐴𝐶 to check the integrity of the message 
and to find those key 𝑖𝑑𝑠 it the key ring, and remove the 
keys (if found). Some links may disappear after key 
revocation and the affected nodes must reconfigure those 
links by restarting the distributed key discovery phase. 
 
 
 
 

2.6 Performance Evaluation of the Anomaly Detection 
Among the numerous performance measures, the most 
popular ones for analyzing the performance of NSA and 
other AIS algorithms are false positives, true positives, 
false negatives, and true negatives. These outlined measures 
are defined below: 

i. False positives (FPs) are described when self-
patterns are mistakenly identified as non-self-
patterns 

ii. True positives (TPs) are described when self-
pattern are rightly identified as self-pattern 

iii. True negatives (TNs) are described when non-
self-patterns are rightly identified as non-self-
pattern 

iv. False negatives (FNs) are described when 
non-self-patterns are identified as self-pattern 

Detection rate (DR), false positive rate (FPR), and accuracy 
can be calculated by these measures. The computation 
blueprint is as shown in Equation 4 to Equation 6. 

𝐷𝑅 ൌ  
்௉

்௉ାிே
  (4) 

𝐹𝑃𝑅 ൌ  
ி௉

ி௉ା்ே
   (5) 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 ൌ  
்௉ା்ே

்௉ାி௉ା்ேାிே
   (6) 

3.  Results and discussion 
3.1 The results of  experiment1 test for the anomaly 
detection  
Three set of experiments were conducted to test for the 
anomaly detection. In the first experiment, NSA for small 
dataset which have normal packets only was implemented. 
A total anomaly of 10 was inserted at runtime and was 
detected. Simulations were executed in MATLAB 2019 RA 
and it took about 8 – 10 seconds to execute. Figure 3 
presents the screenshot for the NSA simulation with 
random anomalies. The average results computed for the 
proposed simulation is presented in Table 1 in comparison 
with the popular Agent based intrusion (ABI) and Immune-
inspired detection and recovery (IDR) schemes. The data 
presented in Table 1 is depicted graphically in Figure 4. 
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Figure 4: Result of anomalies test iterations 

3.2 The results of experiment 2 test for the anomaly 
detection  
In the second experiment, the network sensor dataset 
provided by [31] were used. The enhanced NSA was 
implemented, thus self and non-self-network packets were 
identified. First and foremost, the incoming network strings 
are compared with self-strings. Those strings that get 
matched are rejected while others are moved to the detector 
set. Next, arbitrary strings are compared with the detector 
set and those that get matched are identified as non-self. 
Figure 5 depicts the wormholes, packet delayed, and packet 
dropped found and the average results computed for this 
simulation is presented in Table 2. 

 
 
 
 
 

 
Table 2: Average results for string matching 

SN. Normal 
packets 

Packets 
delayed 

Packets 
dropped 

Wormholes 

1 89 20 31 18 
2 87 22 38 19 
3 84 25 22 20 
4 88 22 22 19 
5 89 20 30 18 
 
Note that all values presented inn Table 4.3 are in 10ଷ. 
The results presented in Table 4.3 are compared with the 
original dataset and the values for TP, FN, FP, and TN are 
computed. The detection rate for this experiment is 
observed to be 97.3% , while the 𝐹𝑃𝑅 ൌ  േ2.6% . DR 
represents the intermediate result which comprises of the 
FP and TN. However, the accuracy of the scheme is 
observed to be 89.1%. 
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