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Abstract— In this paper, application and 
performance evaluation of artificial immune 
system-negative selection algorithm for anomalies 
detection in distributed sensor networks is 
presented. The negative selection algorithm (NSA) 
is used to address the challenge of injection of 
false data into the distributed sensor network by 
an attacker when a sensor node or the key 
management system in a network is 
compromised. Particularly, the NSA serves as 
malicious behavior detection strategy to identify 
the misbehaving nodes in the network, Then, 
revocation procedures are engaged to revoke the 
misbehaving nodes and their keys from the 
network immediately after detecting the faulty 
nodes or compromise. The performance of the 
NSA scheme is evaluated in terms of false 
positives, true positives, false negatives, and true 
negatives. In all, the results from the experimental 
setups show that the NSA performs better than 
the CSA in terms of both detection rate and false 
positive rate. 
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1. Introduction 
 Over the years, there has been tremendous increase in 
wireless sensor networks (WSNs) applications 
[1,2,3,4,5,6,7,8]. Mostly, the sensor nodes in the WSNs are 
usually installed physically in insecure areas where they are 

susceptible to compromise [9,10,11,12,13,14,15]. 
Although, some forms of secure key establishments and 
management mechanism, such as pairwise keys approach 
can be adopted as a solution, however, when a sensor node 
is captured, it is presumed that all information and stored 
key materials will be exposed to the attacker. In the 
pairwise keys management strategy, the pairwise keys are 
stored by the potential neighbors of each sensor node 
[16,17,18,19]. After an attacker launches attack on one of 
its neighbor nodes, the attacker will be able to decrypt the 
information coming from other neighbor nodes directly. 
However, other links which are not involved directly in this 
communication will still be secure. Hence, the resiliency of 
the approach is high due to its deterministic nature. 
However, the challenge is the injection of false data into the 
network by an attacker [20,21,22,23,24]. In this case, an 
efficient malicious behavior detection strategy is required to 
identify the misbehaving nodes and revoke them and their 
keys from the network. In the shared and homogeneous 
Wireless Sensor Networks (HWSNs), the resource 
constraint nature of sensor nodes limits the computation, 
memory, and communication resources which can be 
deployed for revocation [25,26,27,28]. Accordingly, in this 
paper, an efficient misbehaving detection scheme based on 
Artificial Immune System (AIS) for distributed sensor 
networks is presented [29,30]. In addition, evaluation of the 
performance of the artificial immune system-negative 
selection algorithm is presented along with comparison of 
the performance of the algorithm with other anomalies 
detection methods for distributed sensor networks 
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determines the distributed key for each 𝐿 ′𝑠 neighbors and 
unicasts the distributed key message to 𝐿  and its 
neighbors. 
 
2.4 Cluster Key Setup 
Cluster key is utilized by both cluster members 𝐶𝑀  and 
𝐶𝐻 to securely broadcast messages within cluster. Once a 
shared pairwise key between cluster members is 
established, 𝐶𝐻 generates cluster key 𝐾 , which is sent to 
each cluster member. 𝐾  is encrypted with the 
corresponding shared key between the cluster member and 
𝐶𝐻. For instance, 𝐶𝐻 can send to 𝐿  (cluster member) the 
following message: 

𝐶𝐻 → 𝐿 : 𝐸 , 𝐾𝐶  (2) 

Where 𝐾  denotes the shared key between the legitimate 
sensor and the cluster head 
 
2.5 Key Revocation 
Revocation procedures are engaged immediately after 
detecting faulty nodes or compromise. The duty of the base 
station is to monitor sensor behavior and detect a sensor 
compromise or failure. If a node is compromised, the base 
station sends this information to the corresponding 𝐶𝐻. The 
𝐶𝐻 then broadcasts to its member the revocation message 
which is made up of the list of key 𝑖𝑑𝑠 to be revoked, where 
the message is signed with 𝐾𝐶. The Revocation message is 
formulated as follows: 

𝑙𝑖𝑠𝑡 𝑖𝑑 , 𝑖𝑑 , … , 𝑖𝑑 , 𝑀𝐴𝐶 𝑙𝑖𝑠𝑡   (3) 

When any legitimate sensor receives a revocation message, 
it verifies the 𝑀𝐴𝐶 to check the integrity of the message 
and to find those key 𝑖𝑑𝑠 it the key ring, and remove the 
keys (if found). Some links may disappear after key 
revocation and the affected nodes must reconfigure those 
links by restarting the distributed key discovery phase. 
 
 
 
 

2.6 Performance Evaluation of the Anomaly Detection 
Among the numerous performance measures, the most 
popular ones for analyzing the performance of NSA and 
other AIS algorithms are false positives, true positives, 
false negatives, and true negatives. These outlined measures 
are defined below: 

i. False positives (FPs) are described when self-
patterns are mistakenly identified as non-self-
patterns 

ii. True positives (TPs) are described when self-
pattern are rightly identified as self-pattern 

iii. True negatives (TNs) are described when non-
self-patterns are rightly identified as non-self-
pattern 

iv. False negatives (FNs) are described when 
non-self-patterns are identified as self-pattern 

Detection rate (DR), false positive rate (FPR), and accuracy 
can be calculated by these measures. The computation 
blueprint is as shown in Equation 4 to Equation 6. 

𝐷𝑅    (4) 

𝐹𝑃𝑅     (5) 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦     (6) 

3.  Results and discussion 
3.1 The results of  experiment1 test for the anomaly 
detection  
Three set of experiments were conducted to test for the 
anomaly detection. In the first experiment, NSA for small 
dataset which have normal packets only was implemented. 
A total anomaly of 10 was inserted at runtime and was 
detected. Simulations were executed in MATLAB 2019 RA 
and it took about 8 – 10 seconds to execute. Figure 3 
presents the screenshot for the NSA simulation with 
random anomalies. The average results computed for the 
proposed simulation is presented in Table 1 in comparison 
with the popular Agent based intrusion (ABI) and Immune-
inspired detection and recovery (IDR) schemes. The data 
presented in Table 1 is depicted graphically in Figure 4. 
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Figure 4: Result of anomalies test iterations 

3.2 The results of experiment 2 test for the anomaly 
detection  
In the second experiment, the network sensor dataset 
provided by [31] were used. The enhanced NSA was 
implemented, thus self and non-self-network packets were 
identified. First and foremost, the incoming network strings 
are compared with self-strings. Those strings that get 
matched are rejected while others are moved to the detector 
set. Next, arbitrary strings are compared with the detector 
set and those that get matched are identified as non-self. 
Figure 5 depicts the wormholes, packet delayed, and packet 
dropped found and the average results computed for this 
simulation is presented in Table 2. 

 
 
 
 
 

 
Table 2: Average results for string matching 

SN. Normal 
packets 

Packets 
delayed 

Packets 
dropped 

Wormholes 

1 89 20 31 18 
2 87 22 38 19 
3 84 25 22 20 
4 88 22 22 19 
5 89 20 30 18 
 
Note that all values presented inn Table 4.3 are in 10 . 
The results presented in Table 4.3 are compared with the 
original dataset and the values for TP, FN, FP, and TN are 
computed. The detection rate for this experiment is 
observed to be 97.3% , while the 𝐹𝑃𝑅  2.6% . DR 
represents the intermediate result which comprises of the 
FP and TN. However, the accuracy of the scheme is 
observed to be 89.1%. 
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